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OCHOBHbIe ceTeBble YTUJIUTDI

WIP
@ Work in progress.
B nepesoge.

WTak, HaCTpounu ceTeBoe NOAKIOYEHNE, YTO Tenepb? Kak y3HaTb 4TO OHO paboTaeT? Kak y3HaTb,
YTO HACTPOWAK ero NpaBubLHO? W Aaxke To, YTO Cenyac AenaeTcs C ycTaHoBKoi? Toraa 3Ta rnasa
AN Bac.

VlHCTpYMeHTbI ANArHOCTUKHM CeTHn

Slackware Linux BK/t04aeT MHOXECTBO CETEBbIX MHCTPYMEHTOB A4J19 ANArHOCTUKMN N YCTPaHEHUS
HEenonagoK CETEBbIX COEANHEHWN, a TaKXe AN HabloaeHns 3a COCTOSHMEM CeTU. B OCHOBHOM 3TO
WHCTPYMEHTbI KOMaHAHON CTPOKKU, MOITOMY UX MOXHO 3amnyCKaTb U3 BUPTYasbHOro TEPMUHANA NN
OKHa KOHCoNn rpaduryeckoro paboyero ctona. [1ns HEKOTOPLIX N3 HUX €CTb rpadnyecKnia
NHTEpPMdENC, HO Mbl Ha AAHHbI MOMEHT cobmpaemMcs UMeTb AeNI0 UCKIOYUTENBHO C UHCTPYMEHTaMK
KOMaHAHOWN CTPOKM.

ping

ping(8) aBndeTcs yoobHbIM MHCTPYMEHTOM A4 onpeneneHuns pakta paboTbl KOMAbOTEPA B BaLlen
ceTu nnm gaxe B VIHTepHeTe B LesIoM. MoXXeTe cYMTaTb ero COHapoMm Ona KomnbeloTepos. C ero
MOMOLLbIO MOCbISIaeTe CUrHan n xaéte oTeeTa, YTobbl YCTAHOBUTL, MPUHUMAET SN 3aMpOChl
KOMMbIOTEP NN CETEBOE YCTPOMCTBO. 10 yMON4aHuio, ping nposepseT yaanéHHbIN KOMObIOTEP pa3
B CEKYHAY MOCTOSAHHO, HO MHTEpPBan NPOBEPOK M MX 0bLlee KOINYECTBO SIErKO U3MEHUTb, MPOCTO
MOCMOTPUTE CTPaHNLY PYKOBOACTBA. [1pnio)KeHne MoXKHO B /11060 MOMEHT npepBaTh COYETAHNEM
KnaBuw CLrI|+g Mo 3aBepweHnn ping BbIJAET KPATKYIO CTaTUCTUKY CBOE aKTUBHOCTW. ping 04eHb
nosieseH 4N1a onpegesieHns Toro, YTo KOMNbIOTEP B CBOEW CeTu Win B IHTepHEeT JOoCTyneH, HO
HEKOTOPbIe CMCTEMbI BSIOKMPYIOT NAaKEeTbI, NOCkINaeMble ping, NO3TOMY MHOrAa HOPMaJbHO
(byHKLMOHMpPYIOLWas CMCTEMA MOXKET He 0TBeYaTb Ha 3anpochkl ping.

darkstar:~# ping -c 3 www.slackware.com

64 bytes from slackware.com (64.57.102.34): icmp seq=1 ttl=47 time=87.1 ms
64 bytes from slackware.com (64.57.102.34): icmp seq=2 ttl=47 time=86.2 ms
64 bytes from slackware.com (64.57.102.34): icmp seq=3 ttl=47 time=86.7 ms

--- slackware.com ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 86.282/86.718/87.127/0.345 ms
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traceroute

traceroute(8) ABnseTCcsA N0JE3HLIM UHCTPYMEHTOM AJ19 ONpeenieHns MapLupyTa, KOTOPbIM NakeTbl
LOCTWraloT APYroro KoMnbloTepa. B 0CHOBHOM ero ncnonb3yoT AN onpenesieHns, Kakom
KOMMbIOTEP «bMXE» NN «[asiblue» OT BacC. ITO PaCCTOSHME He CTPOro reorpaguyeckoe,

MOCKOJIbKY Ball npoBangep VIHTepHeT MOXXET MapLUpyTU3MpoBaTh Tpauk OT BaLllero KoMnbloTepa
CTpaHHbIM 0bpa3oMm. traceroute nokasbiBaeT KaXX bl MApPLUPYTU3aTOP MEXAY BaLUMM KOMMbIOTEPOM
N TON MALLUMHOWN, K KOTOPOW nogktoydaeTechb. K coxXaneHuo, MHormne nposangepsl, bpaHamayapbl 1
MapLipyTusaTopbl 610kupytoT traceroute, 4T0 He MO3BOASET MOJYYMUTh NMOJIHYIO KAPTUHY NPU €ro
NCMNOSb30BaHUN. TeM He MeHee, OH MO-MPEXHEMY OCTAETCS NOME3HbIM UHCTPYMEHTOM A1 PELUEHUS
npobnem c ceTblo.

darkstar:~# traceroute www.slackware.com
traceroute to slackware.com (64.57.102.34), 30 hops max, 46 byte

packets

1 gw.ctsmacon.com (192.168.1.254)1.468 ms2.045 ms1.387 ms

2 10.0.0.1 (10.0.0.1)7.642 ms8.019 ms6.006 ms

3 68.1.8.49 (68.1.8.49)10.446 ms9.739 ms7.003 ms

4 68.1.8.69 (68.1.8.69)11.564 ms6.235 ms7.971 ms

5 dalsbbrj0l-ae0.r2.dl.cox.net (68.1.0.142)43.859 ms43.287 ms 44.125 ms
dprl-ge-2-0-0.dallasequinix.savvis.net (204.70.204.146)41.927 ms 58.247
ms44.989 ms

7 cr2-tengige@-7-5-0.dallas.savvis.net (204.70.196.29)42.577 ms 46.110
ms43.977 ms

8 crl-pos-0-3-3-0.losangeles.savvis.net (204.70.194.53)78.070 ms 76.735
ms76.145 ms

9 bprl-ge-3-0-0.LosAngeles.savvis.net (204.70.192.222)77.533 ms 108.328
ms120.096 ms

10 wiltel-communications-group-inc.LosAngeles.savvis.net
(208.173.55.186)79.607 ms76.847 ms75.998 ms

11 tg9-4.cr0l.lsancarc.integra.net (209.63.113.57)84.789 ms85.436 ms85.575
ms

12 tg13-1.cr0l.sntdcabl.integra.net (209.63.113.106)87.608 ms 84.278
ms86.922 ms

13 tgl3-4.cr@02.sntdcabl.integra.net (209.63.113.134)87.284 ms 85.924
ms86.102 ms

14 tg13-1.cr02.rcrdcauu.integra.net (209.63.114.169)85.578 ms 85.285
ms84.148 ms

15 209.63.99.166 (209.63.99.166)84.515 ms85.424 ms85.956 ms

16 208.186.199.158 (208.186.199.158)86.557 ms85.822 ms86.072 ms

17 sac-main.cwo.com (209.210.78.20)88.105 ms87.467 ms87.526 ms

18 slackware.com (64.57.102.34)85.682 ms86.322 ms85.594 ms

(@)]

telnet

Korpa-To telnet(1l) 6bin1 BeNMYanlwen BeLbio Nocne HapesaHHoro xneba. Mo cyTtu, telnet oTkpbiBaeT
HelnppoBaHHOE CETEBOE COEANHEHNE MEXAY MeXAY ABYMSA KOMMbOTEPaMN 1 NepenaéT
yrnpaBJieHNe Ceccnmein Nonb30BaTeNt0, a He KakoMy-1mbo apyromy npunoxxeHuto. MNpun nomowwn telnet
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MOXXHO MOAKAYaTbCsA K 0060/104KaM APYrMX KOMMbIOTEPOB M BbINOJHATL B HUX KOMaHAbI, C/IOBHO Ha
nMmeroemcsa KomnotoTepe. N3-3a cBoen HewnhpoBaHHOW NPUPOabI MCMOIb30BaTb €ro He
pekomeHayeTcs, oagHako telnet BCé ewé ncnonb3yeTcsd MHOMMMU YCTPONCTBaAMMU.

Ha cerogHaWwHMn aeHb telnet nyywe ncnonb3oBaTh Kak MHCTPYMEHT CETEBOW ANArHOCTUKMN.
MOCKONbKY OH nepenaéT ynpaBieHne ceccner Hanpamyto noab3oBaTeso, ero MOXXHO NUCNOJb30BaTb
ANs CaMbIX pa3Hoobpa3HbiX TeCTOB. [10 Tex Nop, NoKa n3BecTHbl KoMaHabl ASCIlI ons nepegayn
NPVHMMAIOLLEMY KOMMbIOTEPY, MOXHO BbIMOJHATL Nt0Oble AENCTBNSA, TaKMX KakK YTeHune Beb-CTpaHuy,
NN NPOBEPKa 3NEKTPOHHOM NoYThI. MpocTo ykaxkuTe telnet Kakon NCNonb30BaTh MNOPT, TOJIbKO U
BCEro.

darkstar:~$ telnet www.slackware.com 80
Trying 64.57.102.34...

Connected to www.slackware.com.

Escape character is '*]"'.

HEAD / HTTP/1.1

Host: www.slackware.com

HTTP/1.1 200 OK

Date: Thu, 04 Feb 2010 18:01:35 GMT

Server: Apache/1.3.27 (Unix) PHP/4.3.1
Last-Modified: Fri, 28 Aug 2009 01:30:27 GMT
ETag: "61dc2-5374-4a973333"

Accept-Ranges: bytes

Content-Length: 21364

Content-Type: text/html

ssh

Kak y>xxe ynommHanoch, telnet moxeT ObITb N0NE3E€H KaK ANArHOCTUYECKUIN MHCTPYMEHT, HO
M3Ha4yanbHOe OTCYTCTBMUE WNhpPOoBaHMA fAenaeT ero npobaemon 6esonacHoOCTM Npu JOCTynNe K
obonoyke. K cqacTbio, ecTb NpoTokoa 6e3onacHom 060104kuM (secure shell). CerogHa NOYTY KaXKabin
anctpnbyTms Linux, UNIX n BSD ncnonb3yet OpenSSH, unu, ons kpatkocTu, ssh(1l). Ha cerogHs 3To
O0OMH 13 Hambonee LWMPOKO UCMONb3YEMbIX UHCTPYMEHTOB, MOALEPXKUBAKOLNX CUSIbHENLLNE
KpunTtorpaduyeckne metoabl. Ssh nMeeT MHOXXECTBO BO3MOXHOCTEN, NapaMeTpPOB HAaCTPOWKN,
N3ALLHBIX XaKOB, AOCTATOYHbIX A5 HAaNUCaHMA OTAENIbHOMN KHUMW, MO3TOMY Mbl 34€Ch TOJIbKO
KOCHEMCS O0CHOB. [1pocTo 3anycTuTe ssh ¢ uMeHeM NoJsib3oBaTenNs U XxocTa u byneTte K Hemy
noakatoYeHsbl 6bICTPO 1 6e3onacHo. ECv 3To NepBoe NOAK/IOYEHME K KOMMbOTEPY, Ssh nonpocnT
NOATBEPAMUTb Balle peLleHune U caesaeT JI0KaJIbHY KOMUIo KioYa WwingposaHus. Ecnu B dynywem
KJII04 n3MeHnTCA, ssh Bac npeaynpeanT U OTKaXKeT B COeANHEHUN, NOCKOJIbKY BEPOSTHO, YTO KTO-TO
MblITaeTCs 3aXBaTUTb COEANHEHME NPY MOMOLLM aTaKK, U3BECTHOWN Kak YenoBek-nocepeanHe.

darkstar:~# ssh alan@slackware.com
alan@slackware.com's password: secret
alan@slackware.com:~$

iMeHa nonb3oBaTens U XoCTa B TON Xe (hopMe, 4TO 1 B agpecax 3/IeKTPOHHOW NoYThl. Ecnn
ONyCTUTb 4YaCTb C UMEHEM NoJib3oBaTens, ssh ncnonb3yeTt Ans YCTaHOBIEHUA COeAUHEHNS UMS
Balllero Tekyllero nonb3oBaTens .
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tcpdump

Bce paccMOTpeHHbIE Bblle MHCTPYMEHTbI CPOKYCMPOBaHbI Ha CO34aHUN COeAUHEHUI K ApYTruM
KOMMbOTEPAM, HO cenyac Mbl cobrpaemcs NoCMOTPeTh Ha cam Tpaduk. tcpdump(l) (nonxeH
3anyckaTbCs OT root) no3BonseT HaM YBMAETb BECh UM YaCTb CETEBOro Tpadurka, MCXOAALLEro UK
NoJly4aeMoro Halwum KomnbeloTepoM. tcpdump NoKasbiBaeT Cbipble NaKeTbl AaHHbIX Pa3nYyHbIMU
cnocobamm Co BCEMU HETPOHYTLIMUW CETEBLIMM 3aro/IoBKaMu. He nyrantecb, ecav He NOMMETE BCEro
noka3saHHoro, tepdump - 3T0 MHCTPYMEHT A1 NPogheCcCnOoHaNbHbLIX CETEBLIX UHXEHEPOB U
aOMUHNCTPATOPOB. o yMonyaHmio oH paboTaeT ¢ nepBomn M3 06HaPYKEHHbIX CETEBbLIX KapT, HO eC/n
Y BaC HECKOJIbKO CeTeBbIX MHTEP(ENCOB, MPOCTO NCMONbL3YATE MAapPaMeTp -i AN yKa3aHNS HY)KHOTO.
MO>XHO OFpPaHNYUTb BbIBOAWMbIE AaHHbIE MPU MOMOLLM BbIPpaXXeHWI, U3MeHNTb cnocob oTobparkeHuns,
HO BCE 3TO HaMHOrO Jly4Lle ONMncaHo Ha CTpaHuULEe PyKOBOLCTBA 1 B COMPOBOXAAOLLEN
LOKYMeHTauuu.

darkstar:~# tcpdump -i wlan@

tcpdump: verbose output suppressed, use -v or -vv for full protocol
decode

listening on wlan@, link-type EN1OMB (Ethernet), capture size 96 bytes
13:22:28.221985 IP gw.ctsmacon.com.microsoft-ds > 192.168.1.198.59387:
Flags [P.], ack 838190560, win 3079, options [nop,nop,TS val 1382697489
ecr 339048583], length 164WARNING: Short packet. Try increasing the
snap length by 140

SMB PACKET: SMBtrans2 (REPLY)

13:22:28.222392 IP 192.168.1.198.59387 > gw.ctsmacon.com.microsoft-ds:
Flags [P.], ack 164, win 775, options [nop,nop,TS val 339048667 ecr
1382697489], length 134WARNING: Short packet. Try increasing the snap
length by 110

SMB PACKET: SMBtrans2 (REQUEST)

nmap

[onycTuM, HY)KHO Y3HaTb, Kakne ceTeBble C/1y>X6bl 3anyLLeHbl Ha MallWHE UK HECKObKUX, NN
HY>XHO OMpeAenTb, 0T3bIBAETCS M rpynna MawnH? MoXXHO UCMONb30BaTb ping ANst KaXX4on
MaLUWHbI, UCMONb30BaTh telnet ons NOAKMOYEHUS HA KaX bl U3 MPOBEPSEMbIX NOPTOB, 3aMNncaTh
BCE NoApPOoOHOCTU, HO 3TO OYEHb [10JIF0 U YTOMUTENLHO. Bolee NPoCcToN anbTepHATNBON ABNSETCS
CMoJIb30BaHNe CKaHepa NopToB, nmap(1l) 3aMeyaTesibHO A1 3TOro NoAXoauT.

nmap cnocobeH ckaHnpoaTb nopThl TCP 1 UDP, onpepensdTb onepaunoHHY CUCTEMY CETEBOMO
YCTPOWNCTBA, NCCNefoBaTb KaXXayto cyby Ana onpeneneHns eé Tuna, 1 MHOroe MHOroe Apyroe.
Moxxanyn, npocTenwmnin cnocob NCnosib30BaHNS nmap - «ping» HECKONbKNUX KOMMbIOTEPOB Pa3oM.
MO>XHO 1cnoJsib30BaTb HOTaumio ceTeBblx agpecos (CIDR) unu 3apgaTh agpeca AnanasoHoM, 1 nmap
NPOCKAHUPYET KaXkabl 1 BO3BPATUT pe3y/bTaTbl MO 3aBepLUeHMI. [Tpn XKenaHum, MOXKHO YKa3biBaTb
MMeHa XOCTOB.

«ping» X0CTOB 3alaéTCa NapamMeTpoMm -sP. Cnefyiollas KOMaHAa yKa3blBaeT hmap BbINOJHUTb
«ping» www.slackware.com v 16 agpecos IP Ha4ynHasa ¢ 72.168.24.0 n 3akaH4mnBas 72.168.24.15.
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darkstar:~# nmap -sP www.slackware.com 72.168.24.0/28

Ecnv Heob6x04MMO BbIMONHUTL CKaHNPOBaHME MOPTOB, NMap MOXET CAeNaTb 3TO MHOXKECTBOM
cnocobos. MNpu 3anycke 6e3 apryMeHToB, nmap BbINONHSAET 00bl4HOE CKaHUpoBaHMe nopToB TCP Ha
BCEX 3aaHHbIX X0CTax. ECTb napamMeTpbl, MO3BONSAIOLLNE MOBLICUTHL UAN MOHWU3UTb arpecCnBHOCTb
CKaHUPOBaHUS, 4TOObI COKPaTUTb BPEMS NOJIy4EHMSA pe3ynbTaToB 1Mb0 064ypuTh CNyXObl
obHapy>XeHnsa BTOPXXEHW. 3a MNOJTHON UHOPMaLIMEN HY)KHO 0BpaTUTLCA K BNOJIHE NCHEPMbIBAOLEN
CTpaHuUUe pyKoBOACTBa (man). Cneaytowme Tpy KOMaHAbl BbIMOJHAIOT 06bl4HOE CKaHMpPOBaHME
nopToB, ckaHupoBaHne SYN 1 ckaHUpoBaHWE «POXAECTBEHCKas E/1Ka».

darkstar:~# nmap www.example.com
darkstar:~# nmap -sS www.example.com
darkstar:~# nmap -sX www.example.com

ByabTe ocTopoXHbI! HekoTopble npoBanaepbl NHTEpPHET oCyXAaloT CKaHWpoBaHue
MOPTOB M MOTYT MPUHMMATb Mepbl MO HELOMYLLEHNIO NOLOOHOW CETEBON aKTUBHOCTMW.
nmap 1 aHaJIorMYHble MPUNOXKEHUS NyYLle UCMO0/b30BaTb Ha COBCTBEHHbLIX CUCTEMAX
AN 0bCcnyXnBaHMs U uccnenoBaHns 6e30NacHOCTM, HO He Kak ckaHep WHTepHeT
obLlero HazHa4yeHus.

host

YacTo ceTeBble npobsiembl ABASIOTCA pe3y/ibTaToOM 0TKa30B DNS (cny0Obl LOMEHHbIX UMEH),
COMNOCTaBNAOLEN OMEHHOMY UMeHN afpec IP. MpocTbiM 1 BbICTPLIM CNOCOOOM BbINOJIHEHUS NOUCKa
B DNS saBnsetcs komaHna host(1). Mpu 3anycke KOMaH4bl KOMMNbOTEP CAENAET HECKObKO
obwenpnHATbLIX 3anpocoB K DNS u BbiBegeT pe3yibTaTbl.

darkstar:~# host www.slackware.com
www.slackware.com is an alias for slackware.com.
slackware.com has address 64.57.102.34
slackware.com mail is handled by 1 mail-mx.cwo.com.

dig

bonee cnoxHble 3anpocbl K DNS MoryT 6biTb BbiMOAHEHbI BPYYHYIO komaHaon dig(1). dig(1) -
«3/1eiwas cobaka NMTOMHMKa», KOrga Aeno goXoauT A0 ycTpaHeHus Henonagok ¢ DNS. C eé
MOMOLLbIO MOXHO BbIMOJHUTL NpakTuyieckn toboin 3anpoc K DNS, oT 06paTHbIX 30H [0 3anucen A,
CNAME, MX, SP, TXT n npo4nx. Konnm4yectBo napameTpoB KOMaHAHOMN CTPOKN C/INLLKOM BESINKO,
4T0bbI 3aHNMaTLCA UX NepevyncieHnem 34echb, Ho CTpaHuLa PyKOBOACTBA man nepevyncnseT Bce
4acTble BapuaHTbl MCNOJIb30BaHMUA.

darkstar:~# dig @207.69.188.185 www.slackware.com a
; <<>> DiG 9.4.3-P4 <<>> @207.69.188.185 www.slackware.com a

; (1 server found)
;5 global options: printcmd
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;; Got answer:
;7 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57965
;5 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 0O

;3 QUESTION SECTION:
;www. slackware. com. IN A

:: ANSWER SECTION:
www.Slackware.com. 86400 IN CNAME slackware.com.
slackware. com. 86400 IN A 64.57.102.34

;» AUTHORITY SECTION:
slackware. com. 86400 IN NS ns2.cwo.com.
slackware.com. 86400 IN NS nsl.cwo.com.

;7 Query time: 348 msec

;7 SERVER: 207.69.188.185#53(207.69.188.185)
;35 WHEN: Sat Jul 3 16:25:10 2010

;3 MSG SIZE rcvd: 105

PaccMoTprM ncnosib3oBaHHbIe NapaMeTpsbl. NapameTp @207.69.188.185 rosoput dig, K Kakomy
cepsepy DNS obpaliatbca. ECnm 3TOT napameTp He yka3aH, dig 6yaeT ncnosib3oBaTb CepBepbl,
yKa3aHHble B /etc/resolv.conf. [lapameTp a B KOHLe - 3TO TUN 3anpawmsaemoi 3anucu DNS. B
[aHHOM CJly4ae Mbl UCKaNW 3anuch «A», Bo3BpallatoLwyto agpec IPv4.

finger

finger(1l) He CTONbKO UHCTPYMEHT ANArHOCTUKMN CETU, CKONbKO MHCTPYMEHT ANArHOCTUKUN CeTb-
nonb3oBaTenb. icnonb3ys finger, MoXXHO cobpaTb rOPCTKY MNONE3HON UH(OPMaLLUN O
nonb3oBaTensx cepsepos, paboTatowmx non ynpasneHnem aemoHa fingerd(8). CeroaHs BecbMa
HeMHorue cepsepbl BCE ewwé npeaoctasnsatoT fingerd, HO onda TeX, YTO NPEAOCTABASAIOT, OH MOXET
ObITb MNONE3HBIM MHCTPYMEHTOM OTC/IEXUBAHMNA APY3€eln U KOJIer.

darkstar:~# finger alan@cardinal.lizella.net
[cardinal.lizella.net]
Login: alan Name: Alan Hicks
Directory: /home/alan Shell: /bin/bash
Office: 478 808 9919, 478 935 8133
On since Wed Apr 13 17:43 (UTC) on pts/9 from
75-150-12-113-atlanta.hfc.comcastbusiness.net

32 minutes 24 seconds idle

(messages off)

On since Wed Apr 13 17:45 (UTC) on pts/10 from :pts/9:S.0

48 minutes 56 seconds idle
Mail forwarded to alan@lizella.net
No mail.
No Plan.
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Bpay3epsl

Slackware BkNO4aeT HeCKO/IbKO Bpay3epos. Ecnv ncnonb3yete rpaduyeckunin paboynin cton, K
Bawwwum ycnyram Firefox, Seamonkey v fpyrue, C KOTOPbIMUA BO3MOXXHO Y>Xe 3HaKOMbl, HO KaK Xe
HaCYéT KOHCOJIM? K CHaCTblO, HECKOJIbKO TakUX UMEeTCs B HaIn4uu.

lynx

CTapenwunn KoHcoNbHbIN Bpay3ep B cocTase Slackware onpenenéHHo lynx(1), BecbMa CNoCobHbIR,
He CYMTas HeKOTOpPbIX orpaHnydeHun. lynx He nogaepXXunsaeT PpenMbl, CLLeHapUmn ABa Unn
n306parkeHns 1 ABNAeTCS TEKCTOBLIM Bpay3epoM. HaBuraums npon3BoanTCS NPy NOMOLLN
KNaBUATYPHbIX CTPENIOK U, ONUNOHANbHO, NPV MOMOLLM MbIWW. XOTb B HEM U HET MHOIMNX
BO3MOXHOCTeW Apyrux 6bpaysepos, lynx aBnsetcs o4HUM U3 cambix BbICTpbIX ans cbopa
nHopmaunn. Hanpnmep, napameTp -dump HanpaenseT oTHOPMaTUPOBaHHYO BeO-CTpaHULY
HanpsIMyt0 B KOHCOJIb, 3TOT BbIBOJ JIEFKO NepeHanpasuTb B Apyrue nporpaMmsl.

Google Search I'm Feeling Lucky

{HDRMAL LIHK] Use right-arrow or <return> to actluate
: Ve F‘]_l"‘l"'f' 1'|| fll..
screen Q)uit

Bonee 6boraTon BO3MOXXHOCTAMU anbTepHaTnBon siBnsieTcs links(1l), koHcoNbHbIM Bpay3ep,
noaAepXXuBatoLWwmnn penmol 1 ymewmin otobpaxxate Tabanubl, B oTan4yme ot lynx. Kak n
npeawecTBeHHUK, links ncnonb3yeT Ans HaBUraLuy KNaBuLLIM CO CTPesIKaMu, NOALAEPXKNBAET MblLLb.
B oTanyum o1 lynx copepxuTt yoobHoe MeHto (415 akTUBaLMM NPOCTO WENKHUTE MbILLKOW N0
BEPXHEN CTPOKE) N hopMaTMpPYyeT CTPaHULbl Kak NpaBuIo ay4Lle.
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The Slackware Linux Project (pl of 15)
The Slackware Linux Project

News Slackware 13.0 is released!

After one of the most intensive 2009-08-27
Security periods of development in
Advisories Slackware's history, the long

awaited stable release of Slackware
FAQ 13.0 1is ready. This release brings

with it many major changes since
Book Slackware 12.2, including a

completely reworked collection of X
General Info packages (a configuration file for

X 1s no longer needed in most
Get Slack cases), major upgrades to the

desktop environments (KDE version
Install Help 4.2.4 and Xfce version 4.6.1), a

new .txz package format with much
Configuration better compression, and other

upgrades all around -- to the
Packages development system, network

services, libraries, and major
ChangelLogs applications like Firefox and

Thunderbird. We think you'll agree

http://www.slackware.com/index.html

wget

B oTan4me 0T pacCMOTPEHHbIX Bbiwe bpay3epos, wget(1l) HeMHTepaKTMBHbIAN. BMeCTo nokasa
KOHTeHTa HTTP, wget(1) ckaumBaeT ero. «bpay3nHr» NepeHocnMTCs 3a npeaensl bpaysepa. B
oT/In4Me OT pexurMa gamna bpaysepos, wget He hopMmaTUpyeT 3arpyxeHHoe; HaobopoT, OH B
TOYHOCTM KOMMpPYyeT CoAepXNMOoe C BebCepBepa CO BCEMU Teramu 1 ABOMYHbIMU AaHHbIMU. OH Takxe
noanepXnBaeT HECKOJIbKO PEKYPCUBHBIX OMLUIA, KOTOPbIE NO3BONAT 3(PMPEKTUBHO 3epKanmpoBaThb
OHMAMH cofep>XMMoe Ha JIoKaJibHbI KoMnbloTep. wget nommumo HTTP nopgaepxusaeT FTP u
HECKONbKO APYrux NPOTOKOJIOB.

darkstar:~# wget

ftp://ftp.osuosl.org/pub/slackware/slackware-current/ChangelLog. txt

--2010-05-01 13:51:19--

ftp://ftp.osuosl.org/pub/slackware/slackware-current/ChangelLog. txt
=> "Changelog.txt'

Resolving ftp.osuosl.org... 64.50.236.52

Connecting to ftp.osuosl.org|64.50.236.52|:21... connected.

Logging in as anonymous ... Logged in!

==> SYST ... done. ==> PWD ... done.

==> TYPE I ... done. ==> CWD /pub/slackware/slackware-current ... done.
==> SIZE ChangelLog.txt ... 75306

==> PASV ... done. ==> RETR ChangelLog.txt ... done.

Length: 75306 (74K)

100%[ >] 75,306 110K/s  in 0.7s

2010-05-01 13:51:22 (110 KB/s) - "ChangelLog.txt' saved [75306]
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MouyTOBbIE KJINGHTHI

Slackware BK/l04aeT MHOXXECTBO MOYTOBbIX KNMEHTOB. ECin ncnonb3yete rpaduyecknin paboynia
cTon, K Bawwum ycnyram Thunderbird, Kmail, sylpheed v ppyrve. Kak n cpean bpay3epos, ecTb
npuioxeHns, paboTatowme B KOHCON. HavyaB MCMO/Ib30BaTh KOHCOJbHbIV KINEHT 3IEKTPOHHOMN
MoYThl, BO3MOXHO 0BHapyxuTe, 4To 6onbluero He TpebyeTcs; rMOKOCTb U HACTPANBAEMOCTb MOXET
BbI3BaTb NMPUBbIKAHME.

pine

pine - 0gnH 13 CTapenLwmnx CyLLeCTBYIOLNX NOYTOBbLIX KIMEHTOB KOMaHAHON CTPOKK, OCTalOLWMIACS
OAHMM M3 CaMbIX APY>KECTBEHHbIX. pine co3AaH YHMBEPCMTETOM BalumMHITOHa 1 HeceT Ha cebe
TOBAPHbIN 3HaK W INLEH3MI0, C KOTOPbIMK TPYOHO UMeTb Aeno. K cyactolo, B 2005 rogy yHuBepcuTeT
CYen HY>XHbIM nepenncaTh ero 6e3 ToBapHOro 3Haka u ¢ 60s1ee OTKPLITON NNLLEH3MER, TaK NOSBUIICA
alpine(1l) - pacnpocTpaHsieMbin B Slackware KioH pine.

Ina ucnonb3oBaHns alpine npocto HabepuTe pine B KOMaHOHOW CTPOKe. bnarogaps cucteme MeHto
M NOLACKA3KaM BHU3Y 3KpaHa N0Nb30BaTbCS UM 04eHb NPOCTO. NoCMOTpUTE CaMu:

Mepen HacTpomKon NtobOro NOYTOBOr0 KANEHTA HY)XHO 06PaTUTLCA K AOKYMEHTaLMN CBOEro
NoYTOBOro cepeepa ans cbopa BCex HEOOXOANMbIX CBEAEHWI O UCMOb3YEMbIX CEPBEPOM
NPOTOKOaX N HAaCTponKax 6e30MacHOCTU. ITO MOMOXKET MPaBUILHO HACTPOUTb pine. Mo yMon4YaHuo
pine npoBepseT HOBYO MOYTY Ha NMOYTOBOM CcepBuce, paboTatowem Ha TON e MalnHe. BeposaTHo,
3TO HEe COBCEM TO, 4TO Bbl OXKMAAJIN, €C/IN TOJIbKO HE HAaCTPOWIN Takom cepsuc y cebs (MHorune
HacTpausaloT). K c4acTbio, NpoLecc HaCTPONKK pine NOBOJIbHO NMPAMOANHEEH. MpoCcTo BONAUTE B
MeHto [S]etup n BbibepuTe BapmaHT [Clonfig. 3aTeM ykaxxmuTe CBOE nMs, NyTb K noyTe, cepsep SMTP u
npoyune napameTpbl.

mutt

Some people don't like pine. Some people want more control. Some people want a fully-configurable
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mail client with plugin support and a no-nonsense attitude. Those people use mutt(1). mutt isn't as
user friendly as pine, but makes up for it with power. You won't find the user-friendly command
reference at the bottom of the screen, mutt uses every last inch of real-estate for mail processing
duty. It's feature support is extensive - threaded displays are no problem for the mighty mixed-breed!
You can configure mutt with a .muttrc file in your home directory. With all the many different
possible configuration options, there's even a man page for that, muttrc(5). You might want to read
up on it.

Using mutt is unique because it is by nature a Mail User Agent (MUA), meaning its true purpose is to
read and sort email. This was its only job originally, although some additional features such as
retrieving mail via POP3 and even very basic transfering messages via SMTP have snuck into the
application.

As is so often the case with robust console-based applications, the configuration options are myriad,
and there is no “right” or “wrong” way of using mutt as long as it does what you want it to do. One
thing to keep in mind if you are considering using mutt for mail handling is that its mail sending and
receiving abilities are very limited. mutt focuses solely on sorting, reading, and composing mail
messages in addition to other traditional Mail User Agent duties. This is keeping in focus with the UNIX
philosophy of small tools that do one thing very well and which can be combined (or “chained”) with
other tools to complete whatever tasks are required. With this in mind, you'll likely need to setup
some external tool to receiving mail at a minimum.

The commands used to navigate around in mutt are highly customizable but the defaults can be
listed by typing 7]

mailx

So those are great and everything, but what if you just want a mail client that isn't menu-driven?
Thankfully mailx is here to save you.

mailx is based on the Berkeley Mail application, with a mail command appearing as early as Version
1 of AT&T's UNIX. It can be used either interactively or non-interactively.
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mailx reads mail from your computer's mail spool and displays the usual combination of sender,
subject, status, and size in a list, leaving the user at an interactive prompt. In fact, it might look
familiar to you if you bothered checking your mail immediately after installing Slackware and read Pat
Volkerding's greeting.

darkstar:~# mailx

Heirloom mailx version 12.4 7/29/08.Type ? for help.
"/var/spool/mail/root": 2 messages 2 new

>N1 To rootThu Mar 10 23:33 52/1902Register with the Linux counter project
N2 To rootThu Mar 10 23:35321/15417 Welcome to Linux (Slackware 14.0)!

o
To read a message, enter the number of the message at the prompt. This displays the message using
more, so use the RETURN| key to view the next page. Once the end of the message has been
reached, press j to return to the list view, or RETURN| to continue to the next message.

To see a list of available commands, enter j at the mail prompt; using the commands provided, you
can view the headers of mail in the spool, reply, delete, save, and many other common email tasks.

mailx is most powerful when used in scripting. For all of the options available for mailx, view its man
page. A simple way to send an email to someone requires only the command itself and the
destination address.

darkstar:~$mailx bob@example.com

After the command has been issued, an interactive prompt appears for a subject line, the message
body, and the end character (a single period on an otherwise empty line).

mailx can be used entirely without human intervention, however. Generally, it's safe to assume that
any attribute you can define in the interactive shell for mailx can also be defined while scripting it or
using it as one non-interactive command.

darkstar:~$ mailx -n -s "Test message" bob@example.com < ~/message.txt

In this example, the contents of the file message. txt would be sent as the message body to the
specified recipient. No interaction from the user is required.

Within one's own computer (localhost) or one's own network, sending email in this manner is entirely
possible. But over the internet a few more steps are usually required along the way. Of course, most

notably there is usually an smtp server handling the delivery of your email. This, too, can be specified
as part of your mail command:

darkstar:~$env MAILRC=/dev/null

from="bob@example.com (Bob Dobbs)"

smtp=relay.example.com mail -n -s "Test message" connie@example.com <
~/message. txt

In this case, the MAILRC variable is set to /dev/null in order to override any system defaults, and the
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smtp server as well as the FROM: line are defined. The rest of the command is the same as using
mailx internally within one's own computer or network.

Over all, mailx is usually viewed as a mail client with the bare-minimum features; this is largely true,
but when you need to be able to script sending notification emails or important update messages, it
quickly becomes a lot more valuable than a fully interactive application like pine or mutt.

FTP Clients

Lots of data is stored on FTP servers the world over. In fact, Slackware Linux was first publically
offered via FTP and continues to be distributed in this fashion today. Most open source software can
be downloaded in source code or binary form via FTP, so knowing how to retrieve this information is a
handy skill.

ftp

The simplest FTP client included with Slackware is named simply, ftp(1) and is a reliable if somewhat
simple means of sending and retrieving data. ftp connects to an FTP server, asks for your username
and password, and then allows you to put or get data to and from that server. ftp has fallen out of
favor with more experienced users do to a lack of features, but remains a handy tool, and much of the
documentation you see online will refer you to it.

Once an FTP session has been initialized, you'll be placed at a prompt somewhat like a shell.From
here you can change and list directories using the “cd” and “Is” commands, just like a
shell.Additionally, you may issue the “put” command to send a file to the server, or a “get” command
to retrieve data from the server. If you're connecting to a public FTP server, you'll want to use the
“anonymous” username and simply enter your e-mail address (or a fake one) for the password.

darkstar:~$ ftp ftp.osuosl.org

Name (ftp.osuosl.org:alan): anonymous

331 Please specify the password.

Password: secret

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd pub/slackware/slackware-current/

250 Directory successfully changed.

ftp> get ChangelLog.txt

local: ChangelLog.txt remote: Changelog.txt

200 PORT command successful. Consider using PASV.
150 Opening BINARY mode data connection for ChangelLog.txt (33967
bytes).

226 File send OK.

33967 bytes received in 0.351 secs (94 Kbytes/sec)
ftp> bye

221 Goodbye.
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ncftp

ncftp(1) (pronounced nick-f-t-p), is a more feature rich successor to ftp, supporting tab completion
and recursive retrieval. It automatically connects to a server as the anonymous user, unless you
specify a different username on the commandline with the -u argument. The primary advantage over
ftp is the ability to send and retrieve multiple files at once with the “mput” and “mget” commands. If
you pass the -R argument to either of them, they will recursively put or get data from directories.

darkstar:~# ncftp ftp.osuosl.org

Logging in...

Login successful.

Logged in to ftp.osuosl.org.

ncftp / > cd pub/slackware/slackware-current
Directory successfully changed.

ncftp ...ware/slackware-current > mget -R isolinux
isolinux/README.TXT: 4.63 kB 16.77 kB/s
isolinux/README SPLIT.TXT: 788.00 B5.43 kB/s
isolinux/f2.txt: 793.00 B5.68 kB/s
isolinux/initrd.img:13.75 MB 837.91 kB/s
isolinux/iso.sort:50.00 B354.50 B/s
isolinux/isolinux.bin:14.00 kB 33.99 kB/s
isolinux/isolinux.cfg: 487.00 B3.30 kB/s
isolinux/message.txt:760.00 B5.32 kB/s
isolinux/setpkg: 2.76 kB 19.11 kB/s

ncftp ...ware/slackware-current > bye

Iftp

The last client we're going to look at is Iftp(1).Like ncftp, it supports tab completion and recursive
activity, but has a more friendly license.Rather than user “mget” and “mput”, all recursive operations
are handled with the “mirror” command.“mirror” has many different options available, so I'll have to
refer you to the man page and the built-in “help” command for complete details.

darkstar:~# 1lftp ftp.osuosl.org

Lftp ftp.osuosl.org:~> cd /pub/slackware/slackware-current

cd ok, cwd=/pub/slackware/slackware-current

1ftp ftp.osuosl.org:/pub/slackware/slackware-current> mirror isolinux
Total: 2 directories, 16 files, 1 symlink

New: 16 files, 1 symlink

14636789 bytes transferred in 20 seconds (703.7K/s)

Lftp ftp.osuosl.org:/pub/slackware/slackware-current> bye

rsync

Ready to see something cool? Have you ever found yourself needing just a handful of files from a
large directory, but you're not entirely sure which files you already have and which ones you need?
You can download the entire directory again, but that's duplicating a lot of work. You can pick and
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chose, manually check everything, but that's very tedious. Perhaps you've downloaded a large file
such as an ISO, but something went wrong with the download? It doesn't make sense that you should
have to pull down the entire file again if only a few bits have been corrupted.Enter rsync(1), a fast
and versatile copying tool for local and remote files.

rsync uses a handful of simple, but very effective techniques to determine what needs to be
changed. By checking file size and time stamps, it can determine if two files are different. If
something has changed, it can determine what bytes are different, and simply download that handfull
of data rather than an entire file. It is truly a marvel of modern technology.

In its simplist form, rsync connects to an rsync protocol server and downloads a list of files and
directories, along with their sizes, timestamps, and other information. It then compares this to the
local files (if any) to determine what it needs to transfer. Only files that are different will be
synced.Additionally, it breaks up large files into smaller chunks and compares those chunks using a
quick and simple hash function. Any chunks that match are not transferred, so the amount of data
that must be copied can be dramatically reduced.rsync also supports compression, verbose output,
file deletion, permission handling, and many other options. For a complete list, you'll need to refer to
the man page, but I've included a small table of some of the more common options.

Table 16.1. rsync Arguments

-v |Increased verbosity

-C |Checksum all files rather than relying on file size and timestamp
-a |Archive mode (equivilant to -rlptgoD)

-e Specify a remote shell to use

-r |Recursive mode

-u |Update - skip files that are newer on the receiving end

-p |Preserve permissions

-n |Dry-run - perform a trial run without making any changes

-z |Compress - handy for slow network connections

Due to the power and versatility of rsync, it can be invoked in a number of ways.The following two
examples connect to an rsync protocol server to retrieve some information and to another server via

ssh to encrypt the transmission.

darkstar:~# rsync -avz rsync://ftp.osuosl.org/pub/slackware/slackware-

current/ \
/src/slackware-current/
darkstar:~# rsync -e ssh ftp.slackware.com:/home/alan/foo /tmp/foo

HaBurauusa no rnasam

MNpenbinywasn rnasa: Wireless Networking

Cnepyowas rnasa: YnpasJsieHue naketamu
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Sources

e lcToyHmK: http://www.slackbook.org/beta
e ABTOpbI: Alan Hicks, Chris Lumens, David Cantrell, Logan Johnson
e [lepeBon: Serg Bormant
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